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Overview

 set up apache

 php and CGI web pages

 phpldapadmin & LAM

 per-user web-accessible directories

 set up https

 create secure section
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Installing Apache, simple web page

 apt-get install apache2

 default root folder is /var/www

 Edit /var/www/index.html to creat a simle web page:

  <html>

  <body><h1>Hello world! :)</h1>

  <p>This is a test web page that says "hello world!".</p>

  </body>

  </html>

 Check if site is reachable: go to http://kath.tbl/ 

http://kath.tbl/
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Set up php

 apt-get install libapache2-mod-php5

 Create /var/www/test.php:

 Go to http://kath.tbl/test.php/  
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Create CGI program (python)
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CGI program (python)

 Make test.cgi executable: chmod -x /var/ww/test.cgi
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Allow CGI

 Edit the configuration file for apache2 (/etc/apache2/sites­
available/default):

 Tell apache2

● to permit the execution of CGI scripts: Options +ExecCGI

● what files are CGI files: AddHandler cgi­script cgi py

 Server restart with: service apache2 restart
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Phpldapadmin

 apt-get install phpldapadmin

 web interface at http://kath.tbl/phpldapadmin/
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LDAP-account-manager (LAM)

 apt-get install ldap-account-manager

 go to http://kath.tbl/lam

 LAM configurations: → Edit general settings:

● Master passwort (first time “lam“)
● New passwort

http://kath.tbl/lam
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LAM configurations

 Edit server profiles:

● Password “lam“
● Tree suffix: dc=tbl
● Login method: fixed list
● Valid users: cn=admin,dc=tbl
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LAM configurations

 Account types:

● Change ldap suffix for users and groups: 

– ou=People,dc=tbl
– ou=group,dc=tbl



Katharina Hembach, 11. June 2013 13

Overview

 set up apache

 php and CGI web pages

 phpldapadmin & LAM

 per-user web-accessible directories

 set https

 Create secure section



Katharina Hembach, 11. June 2013 14

Per-user web-accessible directories 
with mod_userdir

 Module that allows user-specific directories to be accessed 
using the http://kath.tbl/~user syntax

 Enable module userdir: a2enmod userdir

 Restart apache to activate new configurations: service apache2 
restart

 Per user content is loaded from /home/user/public_html

 Create /home/kath/public_html/index.html

 Check if http://kath.tbl/~kath/ is reachable

http://kath.tbl/~user
http://kath.tbl/~kath
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Set up https with tinyca2

 apt-get install tinyca

 start tinyca2 root
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Create certificate
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Create certificate

 Copy cacert.pem into /user/share/ca-certificates/kath.crt

 Make it readable: chmod 755 /user/share/ca-certificates/kath.crt

 dpkg-reconfigure ca-certificates

● Trust new certificates → yes
● Tick kath.crt

 Symlink in webspace for certificate: 

● ln -s /usr/share/ca-certificates/kath.crt /var/www/kath.crt 
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Certificate settings

 Go to Preferences →openSSl configuration → Server 
Certificate Settings

 Create certificate: 
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Create certficate
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Create certificate & export

● make file only readable by root: 
chmod 700 /etc/apache2/kath-
server.pem 
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Enable SSL

 Edit /etc/apache2/sites­available/default­ssl:

● Set: SSLCertificateFile /etc/apache2/kath-server.pem
● comment “SSLCertificateKeyFile“ out 

 Enable apache site: a2ensite default-ssl

 Enable module ssl: a2enmod ssl

 Restart apache to activate changes: service apache2 restart 
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Test certificate

 go to http://kath.tbl/kath.crt

 import and trust certificate

 Test if it works: go to https://kath.tbl/test.cgi (/test.php)

http://kath.tbl/kath.crt
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Activate CGI

 CGI does not work → enable CGI in configuration file 
/etc/apache2/sites­available/default­ssl 

● Options +ExecCGI

● AddHandler cgi­script cgi py

 



Katharina Hembach, 11. June 2013 25

Overview

 set up apache

 php and CGI web pages

 phpldapadmin & LAM

 per-user web-accessible directories

 set up https

 create secure section



Katharina Hembach, 11. June 2013 26

Create secure section

 secure section of the website that requires authentification and 
is only accessible via https

 Create directory /var/www/secure 

 Create .htaccess:
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Do not ignore .htaccess files 

 Edit /etc/apache2/sites­available/default­ssl

● Set AllowOverride All
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Enable ldap authentification

 a2enmod authnz_ldap

 service apache2 restart

 Test https://kath.tbl/secure/index.html (and try also http)

https://kath.tbl/secure/index.html
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